
Security Presentation 
Free Online Training http://es-es.net/13.html  

More Resources/Portable Apps  http://es-es.net/3.html  

CD/USB Security (UBCD4Win,  BackTrack, Hacksaw, U3 
tools ,Portable APPS)  
 
What is on your network (Dude, Cain, SupperScaner, Lan 
Search, Getif) 
 
Discover Bandwidth hogs (wireshark, Dude, Qcheck) 
 
Find current security issues (Nessus, MBSA, Cain Metas-
ploit, BackTrack) 
 
Password Recovery (Cain,  UB-CD4Win,  BackTrack, John 
the ripper) 
 
Application and Data Base Tools (SQL recon, Metasploit , 
HPing2) 
 
Encryption Software (True crypt, Dekart, Windows) 
 
Wireless Tools (BackTrack, Air crack, Net Stumbler, Kis-
met, Cain, Qcheck) 
 
Perimeter Security (DNS-stuff ,, Open DNS, fire- 
wall check , security space, nmap, Nessus)  
 
Data Rescue and Restoration  (Recuva, Restoration, Zero 
Assumption ,Free undelete,) 
 
PC Security (DumpSec, Winfigerprint, Winaudit, MBSA, 
Windows defender XP-Vista, Security Essentials, Steady 
State) 
 
Securely Transfer files (WinSCP, Putty, SyncBack) 
 
Tiny URL (http://tinyurl.com) 
 
Mac utilities 2007 (http://tinyurl.com/2er2je) 
 
Secure Remote Access (MRemote, Putty) 
 
BACKTRACK (http://www.remoteexploit.org) 
 
God Mode Windows Vista /7 (http://tinyurl.com/
yfvfpnc  and   http://tinyurl.com/yhuhxl4 ) 

Bart PE or UBCD4WIN (http://www.bartpe.com)  
 
KNOPPIX (http://knoppix.net) 
 
DNS-stuff (http://www.dnsstuff.com) 
 
Nessus (http://www.nessus.org) 
 
Snort (http://www.snort.com) 
 
Metasploit Framework (http://metasploit.com/projects/
Framework) 
 
Fgdump (http://foofus.net/fizzgig/fgdump) 
 
Cain and Abel (http://oxid.it/cain/html) 
 
USB Switchblade (http://hak5.org/wiki/USB_Switchblade) 
 
Sleuth Kit/Autopsy Browser (http://www.sleuthkit.org/) 
 
John the Ripper (http://www.openwall.org/john) 
 
Rainbow Crack (http://project-rainbowcrack.com/) 
 
Windows Password Recovery (http://
www.loginrecovery.com) 
 
Using Virtual Box Portable APP (http://www.tinyurl.com/
y8cx3rj) 
 
MS Baseline Analyzer (http://www.tinyurl.com/ykmptmf) 
 
The Dude (http://www.mikrotik.com/thedude.php) 
 
UBC4WIN (http://www.ubcd4win.com) 
 
SoftPerfect Network Scanner (http://www.softperfect.com/) 
 
Sysinternals Suite (http://tinyurl.com/dhkokd) 
 
Iron Geek (http://tinyurl.com/bzvwx ) 
 
My Site (http://es-es.net) 
 
Found Stone (http://tinyurl.com/2sa6yb ) 


